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A Survey of Attack, Defense and Related Security
Analysis for Deep Reinforcement Learning
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Abstract Deep reinforcement learning is one of the emerging technologies in the field of artificial intelligence. It
combines the powerful feature extraction capabilities of deep learning with the decision-making capabilities of
reinforcement learning to achieve an end-to-end framework from status input to the decision output, which also
makes it regarded as an important way to general artificial intelligence. However, existing studies have shown that
deep reinforcement learning has security vulnerabilities and is vulnerable to adversarial sample attacks. In order to
improve the robustness of deep reinforcement learning and realize the security application of the system, this
article comprehensively summarizes deep reinforcement learning methods, adversarial attacks, defense methods
and security analysis based on existing research work, and summarizes deep reinforcement learning security The
open problems in the field and future development trends are intended to provide a basis for relevant safety
research and engineering applications.
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Table 1 Comparison of classic deep reinforcement learning algorithm
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Figure 1 Different types of attacks on DRL system
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Table 2 Attack methods toward deep reinforcement learning
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Figure 4 Adversarial detection based on prediction model
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Table 5 Security evaluation indicators of deep reinforcement learning
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